
IMPORTANT - The connection of the water heater remote access device to the 
building network must be done by a qualified individual responsible for the 

information technology within the building. 
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IMPORTANT! ς FACTORY INSTALLATION REQUIRED 

 

¶ The BockNET/BACnet BMS Kit must be purchased in combination with 

the OptiTHERM. If connecting to one OptiTHERM, order one 

BockNET/BACnet BMS Kit (SKU #20252).       

       

¶ For multiple OptiTHERM installations (in the same room), purchase one 

BockNET/BACnet BMS Kit (SKU #20252) for one water heater and 

purchase an individual Modbus Kit (SKU #20250) for each of the 

remaining water heaters.  

    

 

Retrofit kits are not available. 

 

 

"BockNET/

BACnet BMS  Kit"
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I. Overview 

BockNET is an exclusive system that allows for remote access connection to a Bock OptiTHERM water 

heater. 

Remote access is accomplished using a FieldServer ProtoAir όάCƛŜƭŘ{ŜǊǾŜǊέύ gateway. The FieldServer is a 

high performance building automation multi-protocol gateway that is preconfigured to automatically 

communicate with Bock OptiTHERM water heaters and allows for connection to BACnet Building 

Management Systems (BMS) and BockNET Remote Access. 

The FieldServer is pre-loaded with approved profiles/configurations for the supported devices. It is not 

necessary to download any product configuration files to support the required applications.  

FieldServer ProtoAir Connectivity Diagram:  

 

When connected to BockNET remote access, building managers, technicians, maintenance personnel 

and other support team members can monitor the status of a water heater from a personal computer or 

cell phone. 

 

BockNET provides the following capabilities: 

¶ Remotely monitor setpoint temperature. 

¶ Remotely change setpoint temperature.  

o When the initial setpoint is 100°-140°F, adjustable between 100°F and 140°F. 

o When the initial setpoint is greater than 140°F, user can only lower the setpoint. When 

outside of the 100°-140°F, raising the setpoint is not permitted. 

o If the initial setpoint is greater than 140°F and the setpoint is adjusted to 100°-140°F, the 

setpoint can never be adjusted greater than 140°F. 

o If a setpoint above 140°F is required, adjusment must be made at the water heater. 

¶ View current unit status (Demand, Standby, Error). 
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¶ View Lockout Error history. 

¶ Receive device notifications via SMS and/or Email for: 

o Lockout Errors 

o Setpoint Adjustment 

o Loss of internet connection  

 

II. Preinstallation 

The process of connecting a Bock water heater to BockNET requires minimal preparation. However, it is 

highly recommended to plan as much as possible to ensure an efficient installation. To summarize, 

preparations shall include the following items. 

¶ Determine who will be assigned Administrator and User access.  

¶ Understand if the installation will be Wi-Fi or Ethernet. 

¶ Contact Bock Water Heaters to request BockNET access. IMPORTANT! - This process requires, 

1) the serial numbers from all water heaters that will be connected to BockNET, and 2) names 

and email addresses of everyone that needs remote access. 

¶ Download the FieldServer Toolbox to the laptop computer (Windows, MacOS, or Chrome OS) 

that will be used for installation.  

The following terms are used to describe the two levels of access in BockNET. For clarity, the terms are 

defined in terms of responsibility and capability.  

 

ü Administrator ς An individual, ideally the Building Manager, Maintenance Manager, or IT 

Manager, who will be responsible for setup and management of the water heater or general 

ƳŀƴŀƎŜƳŜƴǘ ƻŦ ŘŜǾƛŎŜǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ōǳƛƭŘƛƴƎΩǎ ƴŜǘǿƻǊƪΦ The Administrator should be an 

employee who is responsible for the water heater(s) in the building. The Administrator can 

adjust the setpoint, receive notifications, and can assign Users and other Administrators. 

 

ü User ς An individual who can adjust the setpoint and receive notifications.  

 

 

 

 

 

 

 

 

It is highly recommended that a backup Administrator is assigned in case the primary 

Administrator leaves their position. 
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Where possible, the administrator shall perform the following three 

items prior to the date of installation. 
 

 Item #1 - Determine if the installation will be Wi-Fi or Ethernet. Contact the IT department at 

the jobsite to establish the most robust and reliable internet connection plan.  

¶ For Wi-Fi connection, obtain the network name and password. Consult with the 

networking team to determine if a DHCP or a static IP address will be used. 

¶ For Ethernet connection, consult with the networking team to determine if a DHCP or a 

static IP address will be used.  

 Item #2 - Email the IT department at Bock Water Heaters, Inc. to request BockNET access at: 

remoteaccess@bockwaterheaters.com  

Include the names and email addresses for everyone 

that needs remote access to the water heater(s). 

Specify who will be assigned Administrator or User 

level access. 

When the request for access is authorized, the Bock IT 

department will reply with instructions for setting up a 

BockNET account. The title of the email will be 

ά²ŜƭŎƻƳŜ ǘƻ {a/ /ƭƻǳŘΦέ /ƭƛŎƪ ƻƴ ά/ƻƳǇƭŜǘŜ 

wŜƎƛǎǘǊŀǘƛƻƴΦέ 

²ƘŜƴ ǇǊƻƳǇǘŜŘΣ ŎƻƳǇƭŜǘŜ ŀƭƭ ǊŜǉǳƛǊŜŘ ŦƛŜƭŘǎ ŀƴŘ ŎƭƛŎƪ ά{ŀǾŜΦέ A message will appear when the 

account is activated. 

 

IMPORTANT - Due to the potential reliability issues of using a Wi-Fi connection in a 

mechanical room, it is highly recommended that a wired network (Ethernet) 

connection is used. 

 IMPORTANT - A serial number for each water heater that is to be connected to 

BockNET must be included in the email. 

IMPORTANT ς Port 443 needs to be open for communication with the FieldServer. 

IMPORTANT - Record and save your BockNET username (i.e. email) and password for 

future use. Your credentials are required to register the FieldServer to BockNET. 

https://superuser.com/questions/1024548/plug-an-ethernet-cable-into-this-computer-with-no-connections-are-available
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
mailto:remoteaccess@bockwaterheaters.com
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
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 Item #3 - Download the FieldServer Toolbox. This is a precautionary step in case there are 

issues with connecting to the unit with a web browser. The Toolbox can be downloaded at the 

ƭƛƴƪ ōŜƭƻǿ ƻǊ ōȅ ǎŜŀǊŎƘƛƴƎ άCƛŜƭŘ{ŜǊǾŜǊ ¢ƻƻƭōƻȄέ ŦǊƻƳ ŀƴȅ ƛƴǘŜǊƴŜǘ ōǊƻǿǎŜǊΦ 

  
https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-

Setup.zip 

A laptop computer (Windows, MacOS, or Chrome OS) with Wi-Fi capability is required for setup. In 

addition, the following information will be required to setup the FieldServer on the Internet and for 

BockNET registration. 

 For Wi-Fi installation: Name and password of Wi-Fi Network. Consult with the networking team 

to determine if a DHCP or a static IP address will be used.  

 For Ethernet installation: Consult with the networking team to determine if a DHCP or a static IP 

address will be used.  

 Email addresses and phone numbers for all personnel that need remote access to water heater. 

Additional field wiring is required for multiple water heaters at a jobsite. In this case, all the water heaters 

will communicate through a single FieldServer. All local electrical codes must be followed. In the absence 

of a local code, use the National Electric Code, NFPA 70, or the Canadian Electrical Code, CSA C22.1. 

 

 

 

 

 

 

 

 

 

 

 

 

These instructions are a guide for correct installation of the FieldServer to the Internet. Bock Water 

Heaters, Inc. is not liable for damages caused by failure to comply with the instructions herein. 

 

https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-Setup.zip
https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-Setup.zip
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III. Installation 

All hardware required for startup is factory assembled to the water heater. To access these components, 

remove (or open) the control panel cover on the front of the water heater. The illustration shows 

locations of key components, all of which are defined below. 

 

 

ü Modbus Control ς Device for translating Water Heater Main Control protocol to Modbus RTU 

(serial connection). This control is powered from the main terminal block and communicates to 

the FieldServer via RS485 serial connection. The Modbus Control contains an address number 

(i.e. single digit integer, 1, 2, 3, etc.), which is visible on the control cover. 

 

ü FieldServer - Building automation multi-protocol gateway that is preconfigured to automatically 

communicate with Bock OptiTHERM water heaters and allows for connection to BACnet Building 

Management Systems (BMS) and BockNET Remote Access. This device receives its power supply 

from the secondary side (24 VAC) of the transformer. 

 

ü Water Heater Main Control ς Temperature and ignition safety control responsible for all water 

heater operation. For FieldServer applications, the S4 switch must be in the left position (towards 

J18). When the FieldServer is factory wired, the S4 switch is factory set. 

Modbus Control 

Water Heater 

Main Control 

Water Heater 

Display 

FieldServer

erer 

Transformer 

120/24 V 

S4 Switch ς 

located at top of 

Main Control. 

Position must be 

to the left 

(towards J18).  
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All key components are prewired at the factory. There are two scenarios where additional field wiring is 

required, 1) when an ethernet connection is required for internet access, or 2) when multiple water 

heaters are installed. For multiple water heaters, the RS-485 connections must be linked between the 

Modbus Controls on each water heater. One FieldServer will be used for multiple water heaters.  

Single Water Heater Component Wiring 
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Multiple Water Heater Component Wiring 
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The following figure provides further detail on linking the RS-485 serial wiring from multiple Modbus 

controls to the FieldServer. Use appropriate data cable to daisy chain the RS-485 connections from each 

Modbus control (for example, use Belden 3106A cable). Note: wire colors used in the figure are for 

reference only.   

 

Only one water heater will have a FieldServer, and that water heater will be identified as Water Heater 

#1. 

 

 
 

 

If an ethernet connection will be used for internet 

access, connect the ethernet cable to the FieldServer at 

ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ƭŀōŜƭŜŘ ά9¢IΦέ 
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IV. Connect a Computer to the FieldServer 

Use a computer to make a wireless connection to the FieldServer. The Wi-Fi Access Point setting on the 

FieldServer is factory enabled. 

Before proceeding, remove the blue cover from the front of the water heater and make sure that the 

water heater is turned on. Confirm that the FieldServer άt²wέ [95 ƛǎ solid green and the ά{{έ [95 is 

blinking green. It may take up to two ƳƛƴǳǘŜǎ ŦƻǊ ǘƘŜ ά{{έ [95 ǘƻ ǎǘŀǊǘ ōƭƛƴƪƛƴƎΦ 

Follow these steps to wirelessly connect to the FieldServer using a laptop computer. The basic steps are 

relevant for Windows, MacOS, and Chrome OS. However, the images are specific to Windows 10. 

1) Click on the Internet Access icon located on the right side of the desktop toolbar.  

 

2) Locate the FieldServer in the list of available Internet access points. The network name for the 

FieldServer ƛǎ ά.ƻŎƪbŜǘ !tέΦ When prompted, enter the password άBock5050!έ.  

 

If you cannot locate ά.ƻŎƪbŜǘ !tέ in the list of networks, skip to step 4. 

 

3) Open a browser and enter the default Wi-Fi Access Point IP address, 192.168.50.1, in the 

address bar.  
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4) {ƪƛǇ ǘƘƛǎ ǎǘŜǇ ƛŦ ȅƻǳ ǿŜǊŜ ŀōƭŜ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ά.ƻŎƪbŜǘ !tΦέ 

 

Use the FieldServer Toolbox to connect to the FieldServer. The Toolbox can be downloaded at 

https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-

Setup.zip. 

When the Toolbox opens, ŎƭƛŎƪ ά5ƛǎŎƻǾŜǊ bƻǿέ ŀƴŘ it will automatically detect the FieldServer.  

 

If you are at this point, the connectivity icon will likely be red, yellow, or blue depending on the 

network settings and device capabilities. 

 

LŦ ǘƘŜ ŎƻƴƴŜŎǘƛǾƛǘȅ ƛŎƻƴ ƛǎ ƎǊŜŜƴ ƻǊ ōƭǳŜΣ ŎƭƛŎƪ ƻƴ ǘƘŜ ά/ƻƴƴŜŎǘέ ōǳǘǘƻƴ όǘƻ ǘƘŜ ǊƛƎƘǘ ƻŦ ǘƘŜ 

connectivity icon). A web browser window will open, and you will be prompted to login. Proceed to 

Step 5. 

 

https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-Setup.zip
https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-Setup.zip
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The first time the FieldServer GUI is opened in a browser, the IP Address for the gateway will appear as 

untrusted. This will cause the following pop-up windows to appear. 

¶ When the Web Server Security Unconfigured window appears, read the text and choose whether 

to move forward with HTTPS or HTTP. 

 

¶ ²ƘŜƴ ǘƘŜ ǿŀǊƴƛƴƎ ǘƘŀǘ ά¸ƻǳǊ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ƴƻǘ ǇǊƛǾŀǘŜέ ŀǇǇŜŀǊǎΣ ŎƭƛŎƪ ǘƘŜ ŀŘǾŀƴŎŜŘ ōǳǘǘƻƴ ƻƴ 

the bottom left corner of the screen. 
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¶ Additional text will expand below the warning, click the underlined text to go to the IP Address. 

In the example below ǘƘƛǎ ǘŜȄǘ ƛǎ άProceed to 10.40.50.94 (unsafe)έΦ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



BockNET Installation Manual     

15 

 

5) ²ƘŜƴ ǇǊƻƳǇǘŜŘΣ ŜƴǘŜǊ άaŘƳƛƴέ ŦƻǊ ǘƘŜ Username. The password is a unique default password that is 

printed on the FieldServer device label. The image below shows the location of the default password.  

Note: There is also a QR code in the corner of the FieldServer label that shows the default unique 

password when scanned. 

 

 

6)  The System View screen will contain a list of options on the left. Select Settings and then Network. 

 

 

IMPORTANT - Record and save the default password for future use. If connecting 

to the FieldServer through a web browser, the password will be required. 


