IMPORTANT - The connection of the water heater remote access device to the
building network must be done by a qualified individual responsible for the
information technology within the building.
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IMPORTANT¢ FACTORY INSTALLATION REQU

1 TheBockNET/BACnet BMS Kit must be purchased in combination wi
the OptiTHERM. If connecting to one OptiTHERM, order one
BockNET/BACnet BMS Kit (SKU #20252).

1 5

"BockNET/

1 For multiple OptiTHERM installationg the same roon), purchase one
BockNET/BACnet BMS Kit (SKU #20252) for one water heater and
purchase an individual Modbus Kit (SKU #20250) for each of the
remaining water heaters.

"BockNet/ . .
D BACnet BMS Kit" |:| Modbus Kit D Modbus Kit

Retrofit kits are not available.
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l. Overview

BockNET is an exclusive system that allowsdorote accesgonnection to a Bock OptiTHERM water

heater.

Remote accesss accomplished using BieldServeProtoAird & C A S f RdteSadDIeNddServers a
high performancebuilding automation multiprotocol gatewaythat is preconfigured to automatically
communicate with Bock OptiTHERMwater heatersand allows for connection toBACnetBuilding
Management System®MS)and BockNE'Remote Access.

TheFieldServeis preloaded withapprovedprofilegconfigurations for the supported devicels.is not
necessary to download any product configuration files to support the required applications.

FieldServer ProtoAi€Connectivity Diagram:

BOCK]
| ProtoAir | Q

Water
Heater 1 =

Water
Heater 2

Water
Heater 3

Water ' I o

Heater4

When connected tockNETemote accesspuilding managerdechniciansmaintenance personnel
and othersupport teammembers can monitor the status of a water heatem apersonal computeor

cell phone.

BockNEprovides the following capabilities:

1 Remotely monitosetpoint temperature.

1 Remotely changsetpoint temperature.

(0]

(0]

(0]

When the initial setpoint is 106P40°F, djustablebetween 100°F and 140°F.

When the initial setpoint is greater than 140°F, user can only lower the setpoint. When
outside of thel00%140°F, raising the setpoint is not permitted.

If the initial setpoint is greater than 140°F and the setpoint is adjusted to-100°F, the
setpoint can never be adjusted greater than 140°F.

If a setpoint above 14@ is required, adjusment must be neadt the water heater.

9 View current unit status (Deman8tandby Error).




BockNET Installation Manual

1 ViewLockout Error history.

i Receive device notifications via SMS and/or Email for:
0 Lockout Errors

0 Setpoint Adjustment

o Loss of internet connection

Il. Preinstallation

The process of connecting a Bock water heater to BockNET requires minimal preparation. However, it is
highly recommended tplan as much as possible to ensure an efficient installation. To summarize,
preparations shall include the following items.

1 Determire who will be assigned Administrator and User access

1  Understand if the installation will b&/i-Fior Ethernet.

1 Contact Bock Water Heaters to request BockNET ad84BORTANT This process requires
1) the serial numbers from all water heaters that wibe connected to BockNE&nd 2) names
and email addresses of everyone that needs remote access

1 Download the FieldServer Toolbox to the laptop compuiéngdows MacOSor Chrome OS
that will be used for installation.

The following terms are used to describe the levels of access BockNETFor clarity, the terms are
defined in terms of responsibility and capability.

U Administrator ¢ An individual, ideallthe Building Manager, Maintenance Manager, or IT
Manager, viho will be responsible for setup and management of the water heater or general
YEylFI3SySyid 2F RS@GAO0Sa 02y e d@dndiRtratdrzhouldko8ano dza £ RA Y
employeewho is responsible for the water heater{g)the building. Thédministratorcan
adjust the setpointreceive notifications, and can assigeers and other Administrators.

U Userc An individualwho can adjust the setpoint and receive notifications.

It is highly recommended that a backup Administrator is assigned in case the prim
Administrator leaves their position.
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Where possiblethe administrator shallperform the followingthree
items prior to the date of installation.

O Item #1- Determineif the installation will béwi-Fior Ethernet.Contact the IT department at
the jobsite to establistthe most robust and reliablmternet connection plan.

mechanical room, it is highly recommended that a wired network (Ethernet)

x} IMPORTANTDue to the potential reliability issues of usingWi-Ficonnection in a
) connection is used.

1 ForWi-Ficonnection, ttain the networkname and passwordConsult with the
networking team to determine if a DHCP or a static IP address wilidzh

9 For Ethernet connectiongonsult with the networking team to determine if a DHCP or a
static IP address will be used.

IMPORTANT Port 443 needs to be open for communication with théeldServer

O Item #2- Emailthe IT department at Bock Water Heaters, Inc. to reqestkNE Eccesst:

remoteaccess@bockwaterheaters.com

jj— IMPORTANTA serial number for each water heater that is to be connected to
M BockNET must be included in the email.

Include the names and email addresses for everyone

that needs remote access to the water heater(s).
Specify who will be assigned Administrator or User
level access.

Please complete SMC Cloud registration

When the request for access is authorized, the Bock I
department will reply with instructions for setting up a

.........

BockNEBccount.The title of the email wilbe

G2St02YS 2/ {RO1/2¢FdaRDP2YLX SGS

wWSIAAGNI GA2Yy D¢

2 KSY LINBYLIISRZ O2YLX SGS I {AmeddR§ withapldBarwhene S R &
account is activated.

IMPORTANTRecord and save your BockNET username (i.e. email) and password
future use. Your credentials are required to register théeldServeto BockNET.

Y


https://superuser.com/questions/1024548/plug-an-ethernet-cable-into-this-computer-with-no-connections-are-available
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
mailto:remoteaccess@bockwaterheaters.com
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
http://commons.wikimedia.org/wiki/File:Email_Shiny_Icon.svg
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
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O Item #3- Download the FieldServdioolbox. This is a precautionary siegase there are
issues with connecting to the unit with a web browser. The Toolbox can be downloaded at the
fAy]l] 0St2¢ 2NJ oe& aSINOKAYy3I aCASt R{SNBSNI ¢22f 02

FieldServer Toolbox

https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Tctlb8aC
Setup.zip

A laptop computer(Windows, MacOS or Chrome OBwith Wi-Fi capability is requiredfor setup. In
addition, the following information will be required to setup tliéeldServewon the Internet and for
BockNETegistration.

O ForWi-Fiinstallation: Name and passwd of Wi-FiNetwork Consult with the networking team
to determine if a DHCP or a static IP address will be used.

U For Ethernet installationConsult with the networking team to determine if a DHCP or a static IP
address will be used

O Email addresses and phone numbersdthpersonnel that need remote access to water heater.

Additional field wiring is required for multiple water heaters at a jobsite. In this case, all the water heaters
will communicate through a singkgeldServerAll local electrical codes must be followed. In the absence
of a local code, use the Natidnalectric Code, NFPA 70, or the Canadian Electrical Code, CSA C22.1.

These instructions are a guide for correct installation of tR&ldServeto the Internet. Bock Water
Heaters, Inc. is not liable for damages caused by failure to comply with the instructions herei



https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-Setup.zip
https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-Setup.zip
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I1l. Installation

All hardware required fostartup is factory assembled to the water heater. To access these components,
remove (or open) the control panel cover on thent of the water heaterThe illustratiorshows
locations of key componentsill of which are defined below.

. Water Heater
S4 Switcty Main Control
located at top of
Main Control. o o
Position must be : = Water Heater
to the left = | Display
(towards J18). y
o] o]
" N l____l ' //‘ Transformer
i = O O 120/24 V
(OONO)]
Q
FieldServer —\\”1 :
I o
- i ModbusControl
(o] o

U Modbus Controlg Device for translating Water Heater Main Control protocol to Modbus RTU
(serial connection)This control is powered from the main terminal block aedhmunicates to
the FieldServevia RS485 serial connectiorhe Modbus Control contains an address number
(i.e.single digit integer, 1, 2, 3, etc.), which is visible on the control cover.

U FieldServer - Building automation multiprotocol gatewayhat is preconfigured to automatically
communicate with BocloptiTHERMvater heaters and allows for connection BACne8Building
Management Systems (BMS) aBdckNE'Remote Access. This device receives its power supply
from the secondary side (24 VAC) of the transformer.

U0 Water Heater Main Controt, Temperature and ignition safety control responsible for all water
heater operationForFieldServeapplications, the S4 switch must be in the left position (towards
J18). When thé&ieldServeis factory wired, the S4 switch is factory set.
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All key compnents are prewired at the factorifhere are two scenarios where additioni@ld wiring is
required 1) when an ethernet connection is required for internet access, or 2) when multiple water
heaters are installed. For multiple water heaters, the4RS @mnnections must be linked between the
Modbus Controls on each water heater. GfieldServewill be used for multiple water heaters.

Single Water Heater Component Wiring
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Multiple Water Heater Component Wiring
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The following figure provides further detail éinkingthe R$485serial wiring from multiple Modbus
controls to theFieldServerUse appropriate data cable to daisy chain thedRS connections from each
Modbus control (for example, use Belden 3106A eablote: wire colors used in the figure are for
reference only.

Only one water heater will haveFdeldServerand that water heater will be identified as Water Heater
#1.

~ Water Heater #1
T Water Heater #2

Fi'eldSeNer — Water Heater #3

—

NOTICE
Each Modbus Control is supplied with a factory connected 18" blue,
brown, and green wire harness. In the figure above, the hamess is
represented by the three wires comin% out from the bottom of each conftrol.
The harness is used for the RS-485 serial wiring.

All additional wiring shall be field installed.

If an ethernet connection will be used for internet
access, connect the leérnet cable to thd-ieldServeat
(KS Oayy$oiray troStSR o NEEs
ﬂ J <4 Ethernet Port
L)

10
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IV.Connecta Computerto the FieldServer

Use a computer to makewireless connectiomo the FieldServerTheWi-FiAccess Point setting on the
FieldServeis factory enabled.

Before proceedingremove the blue cover from the front of the water heater andake sure that the
water heater is turned onConfirm that theFieldServea t 2 we spliéldreerfardd thed { { €is [ 95
blinking gre@. It may take uptawo YA ydzi Sa F2NJ 6 KS a{{¢é¢ [95 (G2 aidl NI

Follow these steps to wirelessly connect to ffieldServeusing a laptop computeifhe basic steps are
relevant for Windows, MacOS, and Chrome Eivever,the images are specific to Windows 10.

1) Click on the Internet Access icon located on the right side of the desktop toolbar.

2) Locate theFieldServein the list of available Internet access poirkbe network name for the
FieldServeh & 2d | b S\vhen proéngdted, enter the passwor@Bock5050¢.

If you cannot locatér . 2 O b iS the list bfigetworks skip to step 4.

3) Open a browser and entéhe default WiFi Access Point IP addre$92.16850.1, in the
address bar.

11
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4 { {AL) GKAA alGSLI AT &2dz 6SNBE Fo6ftS G2 O2yySOG G2 «a

Use the FieldServer Toolbox to connect to heldServerThe Toolbox can be downloaded at
https://media.msanet.com/NA/USA/SMC/SoftwareDownloadsl#server%20Toolbek 08aC

Setup.zip
When the Toolbox open§)f A O1 &5 A & Giavid&iinaically detect tfidieldServer

smc FieldServer Toolbox = o X

FieldServer Toolbox

sierra
monitor
erLn aln
=
DEVICES + IP ADDRESS MAC ADDRESS *# JORITE CONNECTIVITY

E8951 Gateway 10.40.50.90 00:50:4E:60:06:36

& | Connect | A~

If you are at this point, the connectivity icon will likely be red, yellow, or blue depending on the
network settings and device capabilities.

@ Connectivity Lost
The Toolbox has not received a response from the device within the timeout period. This will happen if
the device is powered down or removed from the netwark,

) Limited Connectivity
The Toolbox can communicate with the device, but its IP address is not on the same IF subnetwork as
your computer. Several features of the Toolbox will be disabled if only limited connectivity is available.
In order to utilize all the supported features, you must change the device's IP address to one thatis in
the same subnetwork as your computer,

@ Limited IP Connectivity
The Toolbox can communicate with the device and it has an [P address that is on the same subnetwark
as your computer {(or is accessible via a gateway in the case of 3 Remote Device), but the device
does not have a web interface or advance feature support. The device might not support all features,
such as Set Device Time. If the device's product range is capable of supporting & web interface, a
firmware update might be needed to achieve full connectivity.

@ Full Connectivity
The Toolbox can communicate with the device and it has an [P address that is on the same subnetwark
as your computer (or is accessible via a gateway in the case of 3 Remote Device), The device has a
web interface and supports all advanced features.

LT (KS O2yyS8O0GAOAGE AO2y A& 3INBSY 2NJ ofdSz OfAO
connectivity icon). A web browser window will open, and you will be prompted to login. Proceed to
Step 5.

12
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https://media.msanet.com/NA/USA/SMC/SoftwareDownloads/FieldServer%20Toolbox-1.08aC-Setup.zip
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The first timethe FieldServer GUI is opened in a browser, the IP Address for the gateway will appear as

untrusted. This will cause the following pap windows to appear.

1  When the Web Server Security Unconfigured window appears, read the text and choose whether

to moveforward with HTTPS or HTTP.

A Web Server Security Unconfigured

Web server security has not yet been configured for the
gateway. You have the option to continue with HTTP,
which is not secure, or rather use HTTPS.

Note that this gateway was shipped with a self-signed
certificate. The browser will issue a security warning
when using HTTPS with this certificate since it is
untrusted. Please ignore this warning and ask the
gateway administrator to configure the web server
security.

Use HTTPS (Recommended) Continue with HTTP

f 2KSY GKS 4 NYyAy3a GKFEG &, 2dzNJ 02y ySOi

the bottom left corner of the screen.

A

Your connection is not private

Attackers might be trying to steal your information from 10.40.50.94 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

] Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy.

Advanced Back to safety

A2y

13
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1 Additional text will expand below the warning, click the underlined text to go to the IPeasldr
In the exampldelow(i K A & Fré&&éed to £050.50.94 (unsafelp

TTETD TTPTOVE Sare BTOWSTTY Uy SETTOTTy SOMTe SYSIemT IUME o a T Page COTIETTT 10 JUogTe:

Privacy policy

Hide advanced Back to safety

This server could not prove that it is 10.40.50.94; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.40.50.94 (unsafe)

14
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5)2 KSy LINE Y LIGRSYRAZY €S yFsefnadifikeSassword is a unique default password that is
printed on theFieldServedevice label. The image below shows the location of the default password.

Note: There is also a QR code in twner of the FieldServer label that shows the default unique
password when scanned.

WATER HEATERS

BUILT LIKE A BOCK

S

IMPORTANTRecord and save the default password for future udéconnecting
to the FieldServethrough a web browser, the password will be required.

6) The System View screen will contain a list of options on the left. S&dtimgs and theNetwork.

>
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